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ABSTRACT 

 
ARTICLE INFO 

The clouds contain large amounts of information and provide a variety of services to a 

large number of people. The benefits of cloud computing data leakage are reduced, 

decreasing the acquisition time tests, which eliminate or reduce downtime of the 

service, the Forensic provision, which reduce the transfer time evidence the main 

factor discussed is the security of cloud computing, which is a risk factor involved in 

major fields of computing. Our goal is to get the most security for the data on clouds, 

the application is Java-based application that will work in 4 input modules logon, and 

star mark and SMS alert, encryption Cryptographic and Image steganography using 

the AES algorithm. This will benefit the security of cloud computing, as user data will 

be approximately 100% sure, because this technique has the cryptographic 

encryption and encryption steganography Image too. Early data theft detection and 

prevention is what we want to achieve. 
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I.  INTRODUCTION 

Now a day’s security of data is important. As we 

know there are thefts, hackers, intruders who keep watch 

on our confidential data. So we have to keep our sensitive 

data secure. In this project, we are implementing a 

process to detect theft of confidential data using AES 

cryptography algorithm. Also we are trying to hide of 

important mails using pattern locking. We are trying to 

apply this kind of security process to our mail system. We 

are providing a dual login for user. If third party users try 

to access our personal mail then the owner of account will 

get mail and at the same time our system will get 

terminate. 

 

The aim of Information security is to provide a 

defending mechanism to protect the data from 

unauthorized user. Some of the security aspects include 

increased thread of attack, availability number of 

resources, and emerging growth of computer network.  

 

 

 

There exists two types of attacks are passive attack, 

active attack. The information security can be classified 

based on three aspects are Security Attacks, Security 

Mechanism, Security Service. Security Goal contains 

Confidentiality-content is known only to the sender and 

receiver, Integrity- correctness is maintained during 

transfer, and Availability-maximum availability of 

resources. 

 

Observation: 

 

According to the FBI and CSI, theft of proprietary 

information has been one of the leading causes of 

financial loss. Also 68% of these losses were due to 

insider threats, so the proposed system security of cloud 

computing, as user data will be approximately 100% sure, 

becaus e this technique has the cryptographic encryption 

and encryption steganography Image too. Early data theft 

detection and prevention is what we want to achieve. 



www.ierjournal.org            International Engineering Research Journal (IERJ), Volume 2 Issue 9 Page 3896-3900, 2017 ISSN 2395-1621 

 

 
© 2017, IERJ All Rights Reserved  Page 2 

 

II. LITERATURE SURVEY 

 

Patel et al proposed a system based on the fuzzy 

inference that can be used to distinguish copying from 

other types of operations and filter false positives 

generated by the stochastic method forensic system. This 

paper describes a method to distinguish the copy of 

another type of access. Experiments have shown highly  

satisfactory results. Limitation of this system is, these 

operations can generate a lot of false positives in a system 

that is in regular use by the fact that these operations are 

commonly performed regularly by users. 

 

Papadimitriou et al presented a model for the 

evaluation of the "guilt" of agents. They also present 

algorithms for distributing objects to agents, so that 

improves your chances of identifying a leaker. Finally, 

also consider the option of adding "false" objects to the 

distributed set. These objects do not correspond to actual 

entities, but they seem realistic to agents. In a sense, false 

objects act as a kind of watermark for the entire set, 

without modifying any individual members. If it turns out 

that an agent was given one or more fake objects that 

were leaked, then the distributor can be more confident 

that agent was guilty. In their paper they can identify the 

leaker of data but can`t prevent data theft. 

 

John et al proposed a system called SIDSCC and 

explains its overall operation. Moreover, a comparison of 

the system to other relevant research in terms of modeling 

has been carried out. Then they have been carried out and 

discussed SIDSCC system using SaaS Cloud and IDS 

Server. They have also evaluated the system SIDSCC 

various perspectives; CPU, memory load, available 

bandwidth, latency, and filter destination fee. 

 

Satarkar et al Decoys He said the legitimate user 

files are strategically placed in conspicuous places in their 

own file system, but there is no guarantee that fake user 

will surely play these files. So to overcome this limitation 

proposed system, which will generate in documents lure 

demand, if the user is suspected masquerader for 

behavioural profile. Any access to these documents lure is 

then considered as indicative of malicious activity insider 

 

Winkelmann et al said that their objective in this 

paper is to review the literature on data protection and 

privacy in conjunction with Cloud technologies in order 

to establish a better understanding of the status of existent 

law in this environment as well as to provide an overview 

of problems regarding the topic discussed in recent 

academic publications. Limitation of their study is the 

lack of detailed investigation in relation to the imminent 

General Data Protection Regulation since the currently 

accessible information is rather vague. 

 

III. PROPOSED SYSTEM 

 

 
 

Fig 1. System architecture 

 

We are building a java based platform project. In which 

our aim is to provide 100% Data security on cloud. This 

project will contain 4 modules. 

 

1. Normal entry login. 

 

2. Data Theft and Email Alert. 

 

3. Cryptographic Encryption for private drive on 

cloud. 

 

4. Image stenographic Encryption on that private 

folder. 

 

Model Description: 

We are building a java based platform project. In 

which our aim is to provide 100% Data security on cloud. 

This project will contain 4 modules. 

1. Normal entry login. 

Here user go through normal entry login without 

giving to the security access to the other user. If user give 

the access using YES/NO.  

if give the YES- then it is security access mail to the 

other user.  

if give the NO- then it is no security access mail to the 

other user, normal mode. 

2. Data Theft and Email Alert. 

Here user identified the theft if no any privacy access 

given to the mail then theft will not happen, if privacy 

access then theft will generated. 

 

3. Cryptographic Encryption for private drive 

on cloud. 

Here we apply the encryption for the personal data on 

storage the cloud. 
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4. Image stenographic Encryption on that 

private folder. 

Here we apply the steganography for the uploaded 

images to personal data on storage the cloud. 

IV. GOALS AND OBJECTIVES 

Goals: 

 Data security  

 Privacy protection 

 Personal and sensitive data stored 

 Unauthorized user cannot access the data. 

 

Objectives: 

 Protect user data from unauthorized access, 

disclosure, modification, and  monitoring.   

 Prevent unauthorized access to cloud computing 

infrastructure resources. 

 Protect from different attacks to mitigate end-user 

security vulnerabilities. 

 Data Confidentiality 

 Data Integrity 

 

V. ALGORITHM 

 

AES is a block cipher with a block length of 128 

bits. It allows three different key lengths: 128, 192, or 256 

bits. We propose AES with 128 bit key length. The 

encryption process consists of 10 rounds of processing for 

128-bit keys. Except for the last round in each case, all 

other rounds are identical. 

AES performs consistently well in both hardware 

and software platforms under a wide range of 

environments. These include 8-bit and 64-bit platforms 

and DSP’s.  

 

 Its inherent parallelism facilitates efficient use of 

processor resources resulting in very good 

software performance.  

 This algorithm has speedy key setup time and 

good key agility.  

 It requires less memory for implementation, 

making it suitable for restricted-space 

environments.  

 The structure has good potential for benefiting 

from instruction-level parallelism.  

 There are no serious weak keys in AES. 

 

AES Algorithm1:  

 

Step1: import all packages. 

 

Step2: Upload file 

 

Step3: Method void doEncode(String infile) 

 

Step4: FileInputStream inFile = new 

FileInputStream(infile); 

                int dot = infile.indexOf("."); 

                String encfile = infile.substring(0,dot)+".des"; 

 

  // encrypted file 

 

Step5: FileOutputStream outFile = new 

FileOutputStream(encfile); 

  // password to encrypt the file 

  String password = "sai"; 

 

Step6: Byte calculation  

byte[] salt = new byte[8]; 

  FileOutputStream saltOutFile = new 

FileOutputStream ("salt.enc"); 

   

saltOutFile.write(salt); 

  saltOutFile.close(); 

 

Step7: SecretKey secretKey = 

factory.generateSecret(keySpec); 

 

SecretKey secret = new 

SecretKeySpec(secretKey.getEncoded(), ―"); 

  

  //file encryption 

 

Step8: byte[] input = new byte[64]; 

  int bytesRead; 

 

  while ((bytesRead = 

inFile.read(input)) != -1) { 

   byte[] output = 

cipher.update(input, 0, bytesRead); 

   if (output != null) 

  outFile.write(output); 

  } 

 

Step9: byte[] output = cipher.doFinal(); 

  if (output != null) 

   outFile.write(output); 

Step10: File Encrypted; 

   

Algorithm 2: 

 

Step 1. Given a web P, extract its identity and generate 

features. 

 

Step 2. Classify P by K-Means classifier and return result 

(+1, -1 or 0). 

 

//+1: legitimate, -1: phishing, 0: suspicious 

 

Step 3. If result=+1 or -1, output the phishing site, 

If result=0, go to Step 4. 

 

Step 4. If P has not a text input, output the phishing label 

(1). 

If P has a text input, go to Step 5. 

 

Step 5. Extract its webpage identity and generate features. 
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Step 6. Classify P by Navie Bayes classifier and output 

the phishing site. 

 

Mathematical model:  

 

Let us consider a set S where S={U,R,SER,D,S,A,P, 

SUCCESS,FAILURE,DD,NDD} 

Where S is system which includes 

U is The Set of System users, U= {U1,U2,U3-----,Un} 

SER is the Server 

R is the Set of Request , R={R1,R2.R3----,Rn } 

D is The  Database 

S is the steganography Generation Parameter 

A is the Admin Data 

P is the Private Mail Access 

SUCCESS – Desired OUTPUT Generated. i.e. Data theft 

can be detected. 

FAILURE - Desired OUTPUT NOT Generated. i.e. Data 

theft cannot  detected. 

 

VI. APPLICATIONS 

 

1. It helps in detecting whether the distributor’s 

sensitive data has been leaked by the trustworthy 

or authorized agents. 

2. It helps to identify the agents who leaked the 

data. 

3. Reduces cybercrime. 

 

VII. SOFTWARE REQUIREMENT 

SPECIFICATION 

 

We have created system in java programing. Data is 

stored in mysql database. We have created a web 

application with local server. Web application that 

communicates with local server and Trustee Server using 

REST API. We have uploaded image on cloud, add 

profile, post comment, apply security, privacy on online 

social network.  

 

VIII. RESULT 

 

Table I. Show the result of the particular user on sending 

the mail 

 

Sr no User list Mail send  Security  

1 Shradaha Securely 

transfer 

Encryption 

apply 

2 Seema Not securely 

transfer 

Encryption not 

apply 

3 Akshay Not securely 

transfer 

Encryption not 

apply 

4 Amol Securely 

transfer 

Encryption 

apply 

 

 
Fig 2. Calculate the no of mail with secure and normal 

 

A result of our system suggests that, user can free 

from malicious data attackers and hackers. In each user 

registration into the cloud, he needs to mention a security 

image upload for his self security. After registration he 

can able to login into the cloud and upload many files into 

cloud. Once uploading process is completed, cloud also 

protects data by using encryption decryption methods. 

Users also take care of that data file by putting security 

access permission for each data file. This security access 

protects data from hackers.  

In our proposed strategy in a three ways security is 

provided for each data file.  

 

Those security ways are  

 Security question from user  

 Cloud computing encryption and without 

decryption 
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X. CONCLUSION 

 

The main objective of the proposed system is to find out 

who is trying to gain unauthorized access. We have 

provided an email with two logins, so that we can share if 

the log normal user without letting the user know about 

other important mail is necessary. We are also providing 

input stenographic hidden pattern and encryption of 
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private unit. We have proposed in advance data theft 

detection and prevention system (ADTDAPS), which will 

provide maximum data security. The approach is based on 

Java-based application and the standard AES algorithm, 

the cryptographic encryption and steganography image is 

being used to provide data security.  

 

XI. FUTURE WORK 

 

In future work we proposed system illustrates the work on 

various security issues available in online social networks.  

The future direction of the research will be modeling 

effective security algorithms to defend the security issues 

exist in online social networks. 
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